Bilişim teknolojilerinin kamu ve özel sektörde yoğun kullanımı, fırsatlarla birlikte bilginin güvenliği, gizliliği, güvenilirliği ve bütünlüğü hususlarında birtakım güçlükleri de beraberinde getirmiştir. Aynı şekilde, iç kontrol ortamı ve denetim kanıtının doğasında ciddi değişikliklere yol açmıştır. Bu nedenle, denetimlerin başarılı bir şekilde yürütülebilmesi için yeni denetim prosedürlerinin oluşturulması zorunlu hale gelmiştir. Bu çalışma, genel hatlarıyla bilişim teknolojileri denetimini açıklamakta ve Türk Sayıştayının deneyimleri hakkında ayrıntılı bir izahat ve yüksek denetim örgütleri (YDK) için öneriler ortaya koymaktadır. 
Introduction
Drastic changes in information technologies altering nature of internal control environment and audit for the last 15 years have led to the information revolution which has imposed an inevitable transformation at each and every aspect of our lives. Not only everyday lives have been profoundly influenced by innovations introducing mobility, connectedness, easiness, and high quality (ITIF, 2007) but also nature of the business environments has been significantly reshaped by the new rules of the business in today's world which has already become a global village. Changes in the traditional decision-making process have fueled the greed for timely, relevant, valueadded, coherent, and accurate information and in turn increased the dependency in information technologies. Likewise, public sector organizations have kept pace with digital revolution in order to meet the growing expectations for high quality, easiness, and transparency in public services (Kayrak, 2012a) . As a consequence, digital revolution has created a new world described by four "I"s: Information, Intelligence, Integration, and Innovation (Hinnsen, 2012 ).
Information Technology Risks And Controls
In the early phase of the digital revolution First usage of information systems in financial departments was automating payrolls and recording them on the accounting books (Akbaş, 2011) .
Afterwards, introducing various information systems such as transaction processing systems, office support systems, management information systems, decision support systems and strategic information systems helps organizations manage information in its journey from data to knowledge and wisdom created at different levels of business (Topkaya, 2011) . Today, intense use of information technologies in the business processes turns out to be an indispensable prerequisite of competitiveness to survive and grow in the challenging business environments.
Producing, processing, storing, achieving huge amount of data from every segments of the business requires newest and flexible technologies; however, this does not necessarily add value to organizations due to the fact that complicated technologies and plethora amount of information may lead to complexity, duplication, intolerability, and confusion. By the same token, it is equally noteworthy to figure out that use of information technologies gives rise to detrimental impacts of IT-related risks which should be mitigated within the framework of business risk management while keeping in mind that 100 percent security cannot be reached at any information technology environment. 
Individual errors become systematic

Automation replacing manual operations
Failure to identify the performer
Electronic transactions not logged
Unauthorised access and changes to data
Electronic data not properly secured
Loss (destruction) of data Electronic data not protected
Disclosure of clasified information
Defining threats and vulnerabilities is key to launch a risk assessment and treatment and for this reason it would be naive to define any IT controls without an IT risk assessment. It is crucial to assess the IT risk assessment procedures and figure out impact of IT on financial statement assertions and the level of risk (Schroeder and Singleton, 2010) .
In an organization where business processes financial or non-financial are carried out by the help of information systems and where information assets are threaten by the IT-related risks, traditional internal control objectives are closely integrated with IT controls. That is to say, control objectives in an information technology environment stay unchanged from those of a manual environment albeit the implementation may differ. For that reason, internal control objectives should be addressed IT-related business processes (ISACA, 2010) .
IT controls may be categorized as preventive, detective and corrective controls as shown in the Table 2 . Preventive controls help managements detect problems before they occur and prevent an error, omission or malicious act from occurring while detective controls detect and report the occurrence of an error, omission or malicious act. Corrective controls, on the other hand, are used to resolve problems and eventual errors discovered by detective controls and aimed at revising the system in a way to hinder the future occurrence of the same or similar problems (INTOSAI, 2007; ISACA, 2010; Kayrak, 2012a).  Intense use of information systems in business processes has profoundly influenced the audit universe as well. It leads to alteration of the nature of audit evidence and trail; change the internal control environment; brings about suitable circumstances for fraudulent activities; and makes it compulsory to create new audit procedures (Ozkul, 2002; INTOSAI, 1996) . In today's audit profession, the role of IT audit becomes very fundamental to avoid financial fiascos like Enron and WorldCom (Senft and Galleos, 2009) or IT incidents that adversely affects the reliability and integrity of data audited.
Information Technology Audit
Information Technology Audit: Definition and Objectives
Information technology audit was often called electronic-data processing (EDP) audit due to main use of information technologies to manage data in the past. The terms "Information technology (IT) audit" and "information system (IS) audit" have been used in the recent decades because of increasing role of IT in the business environment which influenced change in the terminology.
IT audit can simply be explained as an audit of an organization's IT systems, IT operations, IT governance and management and other related processes. According to the definition of Ron Weber, IT audit is "the process of collecting and evaluating evidence to determine whether a computer system (information system) safeguards assets, maintains data integrity, achieves organizational goals effectively and consumes resources efficiently" (Sayana, 2002 cited in Weber, 1988). Main goal of IT audit is to review and provide assurance about certain information criteria determined in accordance with the type, scope and objectives of the audit. The seven information criteria can be defined as follows (ISACA, 2007) :
Effectiveness deals with information being relevant and pertinent to the business process as well as being delivered in a timely, correct, consistent and usable manner.
Efficiency concerns the provision of information through the optimal (most productive and economical) use of resources.
Confidentiality concerns the protection of sensitive information from unauthorized disclosure.
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Availability relates to information being available when required by the business process now and in the future. It also concerns the safeguarding of necessary resources and associated capabilities.
Compliance deals with complying with the laws, regulations and contractual arrangements to which the business process is subject, i.e., externally imposed business criteria as well as internal policies.
Reliability relates to the provision of appropriate information for management to operate the entity and exercise its fiduciary and governance responsibilities.
While the main goal of IT audit is data integrity and security in general, efficiency and effectiveness of using IT assets are also an important concern for the IT audit (Pathak, 2005) . IT auditor may focus on the abovementioned information criteria as a whole or partly depending on the audit objectives. To illustrate, if the audit focus is to review IT governance in an auditee, efficiency and effectiveness would be the main information criteria. In the same way, integrity, availability and confidentiality are the main information criteria to give assurance if the audit focus is information security (Kayrak, 2012a) .
When IT audit is carried out as a part of financial audit, the main audit focus will be reliability, integrity, confidentiality and availability of information owing to the fact that financial audits concentrate upon reliability of financial statements and legality and regularity of underlying transactions. An IT audit in the context of a financial audit aims at (ECA, 2011):
Understanding the overall impact of IT on key business processes;
Assessing management controls on IT processes;
Understanding how the use of IT for processing, storing and communicating information affects internal control systems, inherent risk and control risk;
Evaluating the effectiveness of controls on IT processes which affect the processing of information.
Furthermore, efficiency and effectiveness of information will be assessed in the case of performing an IT audit as a part of performance audit. A performance audit may have an IT focus when (ECA, 2011);
The audit focuses on the performance of IT systems;
The audit examines the efficiency and effectiveness of a business process and/or programme where IT is a critical tool for the organization delivering those services;
Data reliability is to be assessed.
IT Audit Methodology
While it is apparent that internal controls of the entities using complex IT systems mostly rely on IT controls, references to IT in international audit standards are rather marginal (Rechtman, 2009 Identify the control mechanisms mitigating these risks;
Examine whether the required control mechanisms are established by the auditee, and if so, whether they are functioning effectively or not;
Assess internal control weaknesses; Report the findings obtained in line with existing procedures.
IT auditors examine two types of controls in order to understand whether control mechanisms satisfactorily fulfill an expected level of maturity in accordance with needs of the business.
Firstly, general controls are related to structures, methods and procedures intended to ensure the continuity of the activities of all IT systems of the auditee. These controls create a reliable internal control environment for IT applications and application controls designed on those IT applications. That's why, they can be defined as controls relating to the environment within which IT applications are developed, maintained and operated (ISACA, 2010). General controls consist of the following areas:
Management controls Physical and environmental controls Network management and security controls Logical access controls Processing controls System development and change management controls Emergency and work continuity planning controls Application controls, on the other hand, are designed at IT application level. They can be defined as "The policies, procedures and activities designed to provide reasonable assurance that objectives relevant to a given automated solution (application) are achieved" (ISACA, 2012). Pertaining to specific IT applications, application controls either manual (performed by users) or automated (performed by computer software) are procedures that are designed to ensure the integrity and confidentiality of data (ECA, 2011). They can be categorized as:
Input controls Processing controls Output controls Data transmission controls. IT audit methodology involves both compliance testing and substantive testing. While compliance testing is aimed at finding out whether IT controls are designed in line with management policies and procedure, substantive testing focuses on gathering evidences through testing auditee's data in relating to validity and propriety of transactions (Office of the Comptroller & Auditor General of India, 2006). IT auditors could follow either a system based approach or a direct substantive testing approach depending on the nature of audit. System based audit approach which includes both compliance and substantive testing concentrates on aspects of regularity, economy, efficiency and effectiveness besides evaluation of data integrity and data security. On the other hand, direct substantive testing approach requires selection and testing of a sample of transactions which will provide evidences to auditors in relating to validity and propriety of transactions (INTOSAI, 2002).
Experience of the Turkish Court of Accounts
Background Information
The experience of the Turkish Court of Accounts (TCA) relating to IT audit began more than a decade ago through applying data analysis techniques during compliance audits and IT audit of the Undersecretariat of Treasury in cooperation with an audit firm. On the other hand, first systematic and methodological approach to meet the rising needs for IT audit knowledge within the TCA and in the public sector could be accepted as the Twinning Project with the National Audit 
IT Audit Guideline
The IT audit guideline is aimed at guiding the auditors on how an IT audit is planned, performed and reported. INTOSAI guidelines and standards, Information Security Standards (ISO27K), ISACA guidelines (mainly COBIT 4.1 and Assurance Guideline) and the manuals of other countries and relevant entities are the main references of the guideline. Prepared with the assumption that it would be used by the auditors specialized on IT auditing (not generalist auditors), the guideline do not provide very much conceptual. Basic IT controls for the generalist auditors are provided in the Regularity Audit Manual of the TCA (TCA, 2013b).
The IT Audit Guideline of the TCA provides three main parts: Firstly, "Audit Planning" part explains the steps to be taken by IT auditors such as understanding the entity and its IT systems, identifying the systems having effect on financial statements, conducting system risk assessment, determining the audit strategy, and preparing the audit program. Secondly, "Assessing System Controls" is composed of control areas and provides a comprehensive framework in order to help IT auditors prepare audit programs and assess existence and effectiveness of controls in those areas. Finally, third part focuses on reporting and monitoring the audit results (TCA, 2013).
Main Findings of the IT Audit Practice of the TCA
The TCA has carried out independent IT audits, IT audits as a part of regularity audit and IT audits as a part of value for money audit. The most common and critical findings of the pilot IT audits in the last 10 years can be summarized as (Kayrak, 2012b) :  Lack of IT strategic management with IT strategic plans and IT steering committees established at an appropriate level;  Lack of written and approved policies, plans, and guidelines;  Weak IT risk management and value management;  Issues regarding compliance with IT laws and regulations;  Lack of formal IT project management;  Inefficient IT organizations with lack of defined IT roles and responsibilities;  Weak design of application controls on financial application;  Poor physical and environmental conditions imposing important risks on business continuity; 
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Use of IT in TCA Audits
Auditors of the TCA make use of information technology as much as possible so as to improve quality of the TCA audits including regularity audit, performance audit and IT audit. Main IT systems that TCA uniquely implements are the audit management system and the computer assisted audit software.
Audit Management System of the TCA: SAYCAP
SAYCAP, the audit management system tool of the TCA, is a customized software product developed between 2011 and 2012. The Presidency of the TCA made the final decision in favor of using this tailor-made AMS tool due to its high level of adaptability and flexibility which enables to meet all the requirements of the sui generis nature of the TCA audits. SAYCAP has already helped the TCA achieve following benefits (TCA, 2012):  Improving efficiency and effectiveness of regularity audits;  Carrying out timely audits;  Measuring the planned costs of audits in order to improve programming and budgeting processes;  Providing a high level of standardization among the works of all audit teams completely in line with regularity audit manual;  Establishing a better quality control review system including hot and cold reviews;  Producing timely management information to help senior management monitor audits and take necessary decisions;  Facilitating information sharing in a systematic way among the auditors.
According to the statistics of the audit year 2013, the TCA has carried out the regularity audit of 489 auditees by the help of SAYCAP which has helped the auditors prepare 98243 electronic working papers and determine 964 inherent or control risks during understanding the auditee step of audits.
SAYCAP automates all the steps of regularity audit of the TCA and can be used to implement IT audits and performance audits as well. Furthermore, SAYCAP is based on an audit procedure approach which requires creating working papers for each and every single step of the audit. As a part of regularity audits, 37 audit procedures related to audit step of "understanding the IT systems of the auditee" are created and added to the audit procedure library and auditors are supposed to follow these procedures during regularity audits and may also add new one when necessary. These audit procedures relating to policy and strategy controls, software development and change management controls, logical access controls, physical controls and application controls (TCA, 2013b) are designed for generalist auditors and that's why, auditors do not need to have indepth IT audit knowledge and or IT skills to use them.
Computer Assisted Audit Software and System Design Project: SAYDAP
Currently, the TCA has an ongoing "Computer Assisted Audit Software and System Design Project" planned to be finalized at the end of 2013. The aim of the Project is to define the computer aided audit methodologies for the TCA and design and develop a flexible, modular and functional system which implements those methodologies. By the end of the Project following benefits will be fully achieved (TCA, 2013a);  Regular data transfer from auditee in accordance with the regulation describing the methods, procedures and formats relating to the data gathering from the auditees;  A portal for the auditees to upload their data; (Hinnsen, 2012) , public administrations including Supreme Audit Institutions do not act fast enough to achieve all the benefits of the IT transformation or get rid of the possible predicaments on their horizons. In today's world information is the biggest assets while change, flexibility, speed and innovative thinking are sidekicks of it. However, SAIs do not operate in isolated environment free from requisites of the new normal; in other words, they also need to adjust themselves to challenges of the information revolution both in terms of administrative processes and also auditing activities in the public sector.
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According to Gartner, in 2012 total amount of IT investments are 3,6 trillion Dollar around the world (Gartner, 2012) and the pace of increase in IT investments will not likely to decrease in the near future. On the other side of the coin, data breaches, system failures and inefficient use of IT turn out to be common IT-related issues regardless of the development level of countries. This not only reveals insufficient IT management and governance practices but also give glints of where the future of audit goes. In parallel to this, researches point out that some auditors show continued interest in leveraging technologyenabled auditing as their top priorities for improvement (Protiviti, 2013) .
Based on the experiences and lessons learnt of the TCA on IT audit, the following actions can be suggested to flourish IT auditing within the framework of supreme audit functions:
1. Is IT audit "the elephant in the room"?: Traditional approaches to the audit are no longer efficient enough to satisfactorily fulfill the roles and responsibilities of SAIs; hence, it crucially important not to overlook, ignore or leave unaddressed the growing needs for IT audit.
2. Make a fresh start -self-assessments: "IT Self-Assessment" and "IT Audit Self-Assessment" are the best ways to figure out the current situation of IT audit in SAls and draw a clear roadmap for the future in harmony with one's own needs.
3. Need for IT auditor-start from scratch: Identifying generalist auditors who are capable and who are interested in becoming IT auditors is the best way to begin.
Establishing an appropriate level of IT organization:
Best practices among SAIs show that either creating separate IT audit unit or distributing IT auditors in audit groups are main options.
5. Actions speak louder than words -time to start IT audits: Pilot audits in collaboration with some IT experts, audit firms or other public institutions would be preferred in the transition period.
6. Need for IT audit methodology: It is essential to have an IT audit guideline for SAIs but it is equally vital to implement a methodology in line with internationally accepted standards. ITAF™: A Professional Practices Framework for IS Audit/ Assurance, 2nd Edition; COBIT Assurance Guideline; COBIT 3, 4.1 and 5; ISO/IEC 27K; ISO/ IEC 15408 and ISO/IEC 38500; NIST SP 800, ITIL; TOGAF; PMBOK and PRINCE2 are some of the existing international frameworks which IT auditor can make use of in preparing IT audit guidelines and IT audit programs.
7. Improving awareness of stakeholders: SAIs could be key actors to highlight IT risks in the public sector and raise the awareness of people and Parliaments. This can be achieved through the IT
